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Design and Implementation of a
Federated-Learning Method Based on FATE
Framework

ABSTRACT

Since the 1955 Dartmouth Conference, artificial intelligence has gone through two ups
and downs and ushered in its third peak. However, in most industries, data exists in the form
of isolated islands. Due to industry competition, privacy security, complex administrative pro-
cedures, and other issues, it faces significant challenges to integrate data even within different
departments of the same company. On the other hand, with the further development of big data,
the focus on data privacy and security has become a global trend.

Federated learning as a practical privacy protection measure provides an effective solution
for multi-party machine learning modeling. This privacy-preserving machine learning system
allows multiple parties to process data and develop models while ensuring local data privacy
and security in compliance with laws and regulations. This paper demonstrates the effectiveness
and superiority of federated learning in practical applications through experiments. Federated
learning not only provides privacy-preserving computation based on traditional machine learn-
ing technology but also has better performance while ensuring model accuracy.

This study successfully applied data from financial scenarios to the FATE framework for
the design, training, and implementation of federated learning risk prediction models and com-
pared them with models trained on single-entity data. The analysis results show that with the
help of federated learning, collaboration between financial institutions can yield a significant
boost.

At the same time, this paper analyzes the impact of data distribution on federated train-
ing results through a comparison of different data distribution settings, successfully testing the
effects of federated learning under various data distributions. Research conclusions show that
with a constant total data volume, the more uniform the data distribution, the better the train-
ing results of federated learning models. In real-world business activities, all parties should
fully consider the distribution characteristics of their datasets to more profoundly assess the
commercial value behind federated learning.

In the context of big data security, federated learning provides an efficient solution for
issues such as data security, data leakage, and user privacy. However, there is still room for im-
provement in some aspects, such as high computational costs. Therefore, future research needs
to further explore more secure and efficient privacy computing technologies, integrate them
into the federated learning framework, and provide more robust support for solving practical

application problems.
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=y [ RS 3R 1. FazREER

2 EFREER

3. HEFinEs

4. b ESERSER

HEw HEw =Ew =Ew

B 2-1 FEHREE )AL

wertm CUnPAR R . FHL. PN ) Oy (IS IR AR b
IICFEINZRAER, Hodn e 2 7 ST SRR B AF BRI o Aot il 55 28 S ST
AR, B EREY, 22 RENEREME - MELTETAPERE 4L
MR w, AR 1R Gep LS 2 S PR AR 5 & R AV 20 B AL KU

IR S 1 — YOS R T

L2 v AR 55 2 3 A R

2. & k N ZRA AR 15 BUASHAR R o, g, OB kN0 0 260 ¢ F08 15 B A LSS 2
D

3. B TTE T i AR AR B B b IR 55 4



AT R A AR B i (1R30)

4. LRSS BB T SRR AT IV BUR B, BB RBOY w, R CRIBAE 10
SRR

Zi b, IR IR BAT LR LA A

1. Z 5B I FIRBAE H IR AR A P o, 5 O RS 28 A2 EL A R AL T
BiER

2. BRI 22 5T E IR RO w i & 7 3L 5
3. JRFR A S I A IS S 5 B AP L 22 2 AR A
4. WIREE 212 575 BN GREs o by, 4R M AN P sy

2.1.2 BIBFEIEERE

BT (R R 2 2] 37y SR AE AR & P i 15 4% S ST A A AL BRI 2R R, B AR A
TEHHEERER, 8T HREE HNE i s DgaN Rt w, HaO RS
P HPR R F(w) @ XN

R (w), F(w) =Y %Fk(w) X (2-D
k=1

Hrb, mES 5INGRNE S ik 286 n R a & il & a8, ny 228 ke
SRR, F(w) 25 k DB HAH H AR5

mmzigmw £ (22)
SO, dy S5 B AVE SRR, [(0) — o (2, gow) S EATBH w BRI
WA di PHISEB (24, 95) PEAERIIRR REL . dy, TP T S AR 4R O BR B 2 R RR DA
S kB B A P T AR M Rk BRSBTS B U L TR
BLEE2% 511 b B 0 3 36 R 990k B A A B2
AR T 10 F AR BRSO Bk, S8 P LBEHLB R R % (SGD) B3k, B
AR M P g A I i 35 2k pR B, e DA 8 22 21 %, THE BT — Fe OB EE 56 8T .
BRIt A P B R o o T

Wi = W1, — NV EL(w) = (2-3)

55t FEIEAE O IR S SR R S R T

K
Wt = Z %wtk :_Et (2-4)

k=1
6
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2.1.3 BRIBFEI 55K

%k 2-1 M&BRIAE

BiE&E user | xy | o | T3 | T4 | Ts | Te | T7 | Ts | Xy

user;
BIEE A | user,

users

usery
BIEE B | users

users

%k 22 WmEEFRE )

user X1 | XTg | X3 | Xg4 | Ty | g | 7 | g | g | T10

user;

users

users

usery

users

USET

HiEE A BIEE B

£ 23 EHBBEIF

user T, | Xo | T3 | T4

usery
users
users HIEE B
HIEE A user | yi | Yo | Ys | Ya
usery
users
userg

TSI RGR, 2 57 HOBUR SR R AR AR5 5577 2 18
PR AR, B ST Lo A 5 B3, LRI 51 4 LT RSB
251, g -1 R, BB ) SRR IE N e OB 5], BT R B 5T

7
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Z B PERHE S R E SR L2 AP SR ES BN B R e BT 2 ) 24 fUE 4L
& FedAvg?®), i B3] 5550 ey N2 N — 13 TR A el IR R Ay L R S o G T BB S 2
31 (iER 2-2 Fvs), BIREARXS SRR 2], EHT &S5 Z AP P REEE %,
M2 A B SRR A BRI BTSRRI RIBR S ) (2 MUAE ZL 6 55 FATE,
PaddleFL, FedML. BEFGTFEES] (WIFE 2-3 Fliam) 2 WA ) BEFHS 27 =) RO [l B 3R 27 =)
AN 7R o e T o IR B AN S B L, DAAR PR B30 B U /N R AR B A2 17 ]
W, G T2 507 H 7 s B RREE 2 () 3 S D F 5. H Al ORI 22 11
HEZE = FL N FATE.

2.2 BRARPEARFE

AT 17 58 2 Bl i 45 5 SR B DRI BOR R SR AL E — 20 I FSAL 1 5, 4 22 73 B
Fh ZEZITIHE FIESINESEOR, ZEFRIEZ BTHIB T 4 2 M T4
Pl S IR AL DR 271

2.2.1 E5FEFA
BN A, N T WA EZH K BIR AR REEESE D 1 D LLEAE R AT RER
Wiy S, #HEE A2
pr[A(D) € S] < e“pr[A(D') € S|+ 6 X (2-5

TFRBENLACELIE A TR (e,0) 2RI . Hd, e AGREFAR TS, & ZBILRTVF
MIiRZE, EHE NBUNHE L

Dwork <5281 - 2006 42 H 22 70 R, IR ™ i A T4 122k
W JEH 20 RRL SRR M LS 2> IR E% 5 . Laplace W= Ml e =, o, fi
K s AT AL B B HORE 4R, Laplace M A s e 75 2 S P T AL B SRR 4R

222 REEZHHA

ZEZTHHPLERA n NS 507 P, Py, -, Py 03 H CRIBUREEE mo,mo,- - -

K n NS HEEAMEES B RANLGE T T ILFERAT DM R EL fmy,ma,- - - my)-

72 T RV SRR RCE MBS =TT AT T, 2 5UI4& J7 2415
—N LRI A R ek K B PO - 1983 SFR I 2 22 T TR, Gl TR I F R
A EAE . MW FEROR L2 L FIE S, IR ORI 2 Atk



ARSI O E ARV i (1830)

223 [EIEnE

WA HSCHAR di, do, -5 dns X 0 ANEEEX NN ZE AN my, ma, -y, BN
Bl AP
Enc (f (mlam%"' 7mn)) =

f (Enc (mq) ,Enc (my3),--- ,Enc (m,))

VUIBRAZAN 8 S A2 RIS N o (RIS I Refs B S R AT Y 21a 5, iz
HERAMWE )G SV FEBEFE AR5 Rivest 5 - 1978 SEF A A%
o FAINE 7> e RN E M R, Herb i R AN E 7> sk R S A
IS, 5 — AR LA RS S R INE RS, IRy RN Hik.

2 (2-6)

2.3 FATE BARIEZ

BEFR 2% ST HESE FATE (Federated Al Technology Enabler) #&— AN FFJR FIBEFR 2% ST HESE,
T[] = Y FAR T — AT R IR 2 SJME AR, SCRFASE [m) IS RN 2 ] BB S 452 22 o BB 5FS 2
1 5c. FATE Mt% G it B R4t —Fh ol S22 v HAESE, /5 3dm 4G 77 T LA
ENEEHIE RO T 7SRRI 25, FATE 22 EHEZRE TR S B, @il
742 )7 E (Secure Multi-Party Computation, SMPC) i, FRIE [ 4 L& E
AR 2 A

FATE Hi Z A EARMERE I ZE A 4158, FATE HEZE 2840 I Q] 2-2 B

FATE-Cloud FATE-Board FATE-Flow FATE-Serving

Site Registration and
Manager

FL Visualization Lifecycle Manager Federated Inference

Cluster Manager and

Visualized cluster :
HL el A Multi-Party Task Scheduler Monitoring

deployment and upgrade

FL Model Lifecycle Online FL Model

FL Cluster Monitor Task/Log Manager Manager Manager

FederatedML: Federated Machine Learning Core Component

Horizontal Federated Learning Vertical Federated Learning Federated Deep Learning Federated Transfer Learning

Federated Statistic Federated Feature Engineering PIR

Secure Protocols

Homomorphic Secret-Sharing
Encryption (sPDZ)

C ting:
TensorfIZ\r/]qu}ul;:tgorch (Al) Federation: Storage:
EggRoll / Spark (Distributed Computing) (RollSite/Pulsar/RabbitMQ) HDFS/HIVE/MYSQL/LocalFS

E 2-2 FATE Z#) & Bl

oT FedAvg




AT R A AR B i (1R30)

2.3.1 FATE Z2#3&3t

2.3.1.1 FederateML

FederateML #& FATE ISR ThREH N, JLSZHL 1 RHR 0 ML AGHLAS 5 > SR 1A
A>T N T IGSRATY R, A R ER R TE T R, Bildn . RIS
WRFRAE AR« IBCHCRAIE LA . BRFRHL a2 S Bk A58, LLT /2 FederateML A
— B I SR AT

* DatalO: DatalO j& FATE Sy bk b e e AR O A iR 70, A 2 e B i 2R 7Y
F 7 BT B AR ) BRAE #5458 FATE 5€ X[ Instance X R [ Table, 11 H. 3% & J5 1)
Table AL EARE A2 PG HA BB T i AN B a6 =, #l40: intersect.
homo LR SecureBoost %5. 54, DatalO i H % 5 Bl A8 RS B B e s 1,
PRALBIAGHEAN) 77 “mean”. “designated”. “min”. “max”

* Federated Logistic Regression: #Z4&[R[)9 (LR) &I ml @iz 4t
THE AL . FATE JyBCHZ 8 RS2 1 Py AR = A o] G S 2 48 [0 )9 (HomoL RO
MG B FHZ 48 8] )H - (HeteroLR)

+ Federated Neural Networks: 125 /X 25 & —Fh 5L\ i #1228 0 X 4% TR B L2 2 > 55
%, BABRKMRIERE ). FATE JYERH A W28 SR 1 S A 1) TGS i 22 )
% (Homogeneous Neural Networks) FIZL A B2 %% (Heterogeneous Neural
Networks) . FEFBLFEF W N =AN25T7. A TR Guest, 1ENESfKE. B
J7fXF Host, 5 Guest JLT-4H[A], 1H Host NaafE45. C ARG AR, JLEK
H guest/hosts AR, FT #EICE 5 Y

+ Evaluation: Evaluation BiE$2 4t 7 [\] 9. TN 43 2845 — B 28 2 ) o (1) 0F Ak
TV, H AR AFE TN R AUC. T IRAG A B R [X 43 RE JI 1 KS
(Kolmogorov-Smirnov). THH — 73R Z 73 KN #ERI 2 ] ACCURACY %%

2.3.1.2 FATE-Flow

FATE-Flow 72 FATE HEZL RNV IAE 240, (EBORZ e, SEEL/E kA= vy &
W e B, P E RS . DI, BB R bR B AET)RE . 7E FATE
FIESSH, T EHEAL dsl A1 conf PH/NEC B SCA4 31 FATE-Flow KR#AT, FE KBRS
JBENIFE G Gis4T, B, FATE f# [ flask HEL24/E N HTTP AR S5HE 224214 Web RS .

2.3.1.3 FATE-Board

FATE-Board & Bt 22 ) @A AT MR AL TR, s Y w404 A RE B A5 AR )1 2R )
AR, H A B IhEE K FATE (¥ Evaluation BEH HE AT BVPAG 5, & ASVTAG
b CATE AL 26 i) AT AL FE 7R i oK . JF H. FATE-Board & mJ AYE AJ A4 51 T3 14

10
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Z, SR BRI SR AR AR R EREE . STt M AE S, JFARBALEATIRAS . B i
H BB S A 75 W rT AL 230, F5 B 17 B e RO IR AR R AR 5 B A A
L8

2.3.1.4 FATE-Serving

FATE-Serving »& FATE “F- &2 (L @ ML RE vl 7 R B R 22 S AE LR AU AR 45, HLtEfE
W2 FATE SZIZR B HEFR A% O o

11



IR AL (#0)
B=EF &T FATE NEBEIEHEMETTNRE

3.1 BFHFREEST

AR S0 ) 32 B A AT AR AR v SUHLAS 52 ST RIBEHS 2 30 78 <5 Rl XU, T A= 55 v ) 1o
R, 33X b A R O AR R R B U5 T R I, AT S A DX A R AE S PR A
BE AU TN 47 55 b & AL 5 B 4 18 . DNIABIX — H s, SER T BT J LA 8

IR

1 SR UI: (ERE(TII0L AT, BT AT Lending Club HUJB 37 HUALTE, L
WA B . AT SR AL TR . SIS A AT AU PRV
TR TR AR S Y T U SR A .

2. P AN A IR S NE T DT R T i SR b s L 88 22 ST A, ik
MR R AT SR, AR . EXAE B, SRR RAEAER R 1]
B OFERSEIERE TR bR L AORIL

3. BRIREE A HEE AL SIS, FE AN BE X5 DT RS T (4 1B
MR XA T, IR ST ALK o A AU AE A B AT 5 AL AT U 2R B
B WM GRI B ERL . X R SEOL SR SIHES (Wl FATED X%, AR
s S 55 . ARSI Je . A Lending Club i #5480 73 A1 U HR 2 2
R, XA I e HEAT I

4. SEERAERXTEE: PR FE i S I AT N ZR I UR 2 DR AR AL SR
IR SIS IR R HER R . BORVERESE T R I, B XT LG, i
P IRAEAS ST RS TRINAE 55 Hh 90 25 DA R 2% B & T 93 3¢

5. 85 50 TESEIR AR LAY b, BEATERANBI AT, SEHAEA BT XU TG
YR, Rrp AL A IR S sk nl . RIIRYE SE FHVE Bl v ATk
FE SR N FP e 38 A 3 ) AU T g 4R it e 3

HAP B 2 2 R GRS B W B P ARSI Ay IR TS th bl e >
FITPRF 27 >0 7 <5 AU FUIIAE: 25 vh R AT AT PE AR, A4S AT S A TV AE S bRl
S PR VR AL 25 A9 LA . A S 56 v A8 ) APk AN S LA R e o H T BOR (KR BR
P, NARKIT MR BEAESE . AN, ARSI RIE R Ny R L SR A M E R 275,
DS LE SIC B o B 2 1t 7 P B o 2L 2 2 BRIBRFR 22 S BOR - Wi S8 Rttt AT 15 D KU
T AR ) o

3.1.1 SCHERSHEERERE

FERAR AL R TT I, A SCOEAE DO SS b B R T ANz il . gk, ASCE#E TR
BB E R Lending Club AFFHHR4E (2007-2015)821, DU RN 240 4 fill XU 5

12
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)| EETEEEL

A A

FUEFIbE

:

HUE TSR
SMOTE&i%

:

Guest

( Al )

:

=

)| EEETEEEL

A
SuETE

:

HUE TSR
SMOTE&i%

:

— Host

,

( Al )

'

=

IEEETEEE

A A

SUETE

:

HUE TSR
SMOTE&i%

:

Host, Arbiter

,

( il )

:

=

:

B 3-1 KT ERAA
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AT R A AR B i (1R30)

FRER AR R, FRHEET IR TR B B RS T AR Y . Lending Club J& — 5K il
Hioma 26 E M0 &, HARERE | KELREITR S, I AREIRAE T
FEM . BRI EM .

WX —BIEEN FEREE LT LA . 4%, Lending Club BEHEAE T KEM
FEA%YE, Lending Club I (2007-2015) Hitfla T4 88 JI&KfEPHic =%, iXLkid
SRR T ZAERTCEE GE A P IR & AT N AE BRI, AT DS i e A R A 8L ] S
P, BRI LA RS, AT R T 25 SR B uERf . R, 2B RN IE R £
FE, fEZEARET, UG 74 MBI 7 050HE A& 2KE S, BlansElon. (& HvF
gy BT B AERR . DR E DL CE IR ARG LA . IXERRERR R T LT TR S
KNS RS A DG 4R R, A B T 4248 % 282 i DA 1 545 08 XU R TS AR &R, R
B RURN T AFAE DE AR 0 ) G B SR Bl P 3R 4G TS He o

EARSLIGF, FH T =& CentOS7 AT 7 BB S MM, HMSKE RS
FATE HEZEH {5 e B 0k 3-1 Fros, #hdbhnfE 3-2 R

& 3-1 BIRFIRERE L

CentOS7-1 | 192.168.52.131 | 10000
CentOS7-2 | 192.168.52.132 | 9999
CentOS7-3 | 192.168.52.133 | 9998

3.2 WERTALE

FE3REAS 3] Lending Club A PR (2007-2015) J5, A CE R HEE#T T
TRALEE, DUE NG SE A R APl U e A% . BT S, A Bl S5 9047 1 Bk
EALI, SR EAAHEE ., FRIEIERE . FREARIDEEERAE, DME NG S 0B I ZRfn vrAh i r
HE%

Lending Club AP HIESE (2007-2015) RS B0k 3-2 Fir:

3.2 She{EEE

FEREAT Bl 73 I AR R R I, M SRR DL A — A 75 BT A SGTE R )i RF I o
FAAE R B GRRAE AT DL RT BE 2 AR AL O SN HE R PRI P B & o DL, FEFALERFY
BOACBRGRARlE 2R R B, IXAT B TR R R PR RE AT HE A

FEARTSER 1, Lending Club $ia A AESRRAE R Z HIRTL AR AL, JRELSHFAER
SR 1 2/3 SRR, WEN ER, WZHE 3-3 o XM Rk R Ak H
PRI B PRGN AR TR, L P RERHAR AR P A S R o Oy 1R ORI A A, R
SRR 2/3 BORFIEREAT IIBR o« IXAREE A2 e g0 AR SO R IHRFE, BE
TR X AR A e A B DR AR AL

thresh_count = len(data) * 2 / 3 # K= I®(E

14
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Host
partylD:9998
192.168.52.133

AN

A
Guest Host Arbiter
partylD:9999 partylD:10000
192.168.52.132 192.168.52.131

B 32 RFHIFEIeAE

15
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% 32 mEHIELEEMIZE

Column Non-Null Count | Dtype
id 887379 non-null | int64
member_id 887379 non-null | int64

loan_amnt 887379 non-null | float64

funded amnt 887379 non-null | float64
funded amnt inv | 887379 non-null | float64

term 887379 non-null | object
int_rate 887379 non-null | float64
installment 887379 non-null | float64

open_il 24m 21372 non-null | float64
mths_since rent il | 20810 non-null | float64
total bal il 21372 non-null | float64
il_util 18617 non-null | float64

open rv_12m 21372 non-null | float64
open rv_24m 21372 non-null | float64

max_bal bc 21372 non-null | float64
all util 21372 non-null | float64

total rev_hi lim | 817103 non-null | float64
inq_fi 21372 non-null | float64

total cu tl 21372 non-null | float64

inq_last 12m 21372 non-null | float64

1
il
L
]
il
|
887379

data = data.dropna(thresh=thresh_count, axis=1) ##& & —F|HEHLNHELTIRE
2 B B

B 3-3 #k AT

RAG 3-1 Mk & bk 0945 4E4E, label

FEMMBR i BE SRR AR AEAE 2 )5, 3B 7R T ARRHE AR SRR A HEAT A B, DL O
I AT AR R 1A R ANE R I o B X TR AR ARFAE R SRR AR ) L, SRR A T B R fE

16
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DHREART, KEDHEANBEREL T4 BT BN SIS, X0 ER A S
BARBAE I, DR A B AR SR A X ] B

FERE PRI 5 A SRR AR AN, A SCRE T I BRI S e ) kgt o XA (1 Ak B 7
XEAE —ERRAT A S B, R

1. B, BTEEORENFEARLREMRTED, MR ERE AT A HfE 4R 1
ABHE AN A IR . L, XA IHEAKATRESI N B2 2, A2 e 2:
IR 25 2R

2. HR, MIBRSRAEFE AR T IR RA R TH R R . SRR E N
JNEF RE AR TGt R tE 3ETE (P ME . TP BORTE) B AL B O sk
KRG AL PR CUnJ TARDE A O3 E . 2 T IRDE 2 RIS, X EETALE
Kb R B BR AR AR I R R R B T AT AT RS N iR 2. M, M BRSRR(E
FEA U FE8E G X 6 i L, A Ak P A B 0 vy B8R g 2

3. WA, AETREEHOKRERIREA LGB BERELLEIEMR, ERRMERX A7)
HeyE vT BEN B TN AR A K T H., fE— @R L, IR Lk S
At n] DABEAARE R (R s, AT 28 B 2 g HE AR 178

AL RE SRR R AEHEAT I BR , DLRIE S A SO ERIREA, H AR — iR
s TR . AL, T LEE D AT AR T R DR AR D

%

322 REEAE
FEAC PR SE MR R IS RAB I L2 e, BR SR AT IR AE — S R W R IEE

3.2.2.1 H—ME—{EYSE

P RFAE R AL B B — BB, XA R ARFALE S B ) 5 £ R TN &5 SR A AT AT Tk
JREAE T, XA B H R T A A TR AR ORI e, ARG REST, K
RPEREMISETHBCA H B, UL, N 1 3R AL (R AT AT SR, B2 R aX 208
REZEMFFIENEBIE R MER, afE3-257s

# MR BHEERA TSR, B A4 HUNE A R X
orig_columns = data.columns
drop_columns = []
for col in orig_columns:
# TG EEREGEE—E
col_series = datal[col] .dropna() .unique()
if len(col_series) == 1:

drop_columns.append(col)
17
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# MR B M — BVAFAE

data = data.drop(drop_columns, axis=1)

RAG 3-2 % 3 — 4424

3.2.2.2 $EEBEERR

HE AL I S LU RFIE(H 2 IA object KA. X EER M TXUREHET RS ES S
(%) BF A years” XA G . SR, X EeAEHE M MR IE (B AE DL AR 2 ST AL
WS R R M. I, 75 ERKX 2 object 281 FRARFAE AR 5 e 3@ 4 M AUE 2%
FRAL, DAEIGAFEAT Ja 21 00 Bdls 7 b A i 74

XFF7int_rate” 57revol_util” $F4E, FFEMBFHIEHZ A DS (%), WAARS3-3[rR

loans["int_rate"] = loans["int_rate"].str.rstrip("%").astype("float")

loans["revol_util"] = loans["revol util"].str.rstrip("%") .astype("float")

R 3-3 ka5

XF T emp length” FRAIE, 75 ZMIRH 545 years”, WfRAS3-4F7R

loans["int_rate"] = loans["int_rate"].str.rstrip("%").astype("float")

loans["revol_util"] = loans["revol_util"].str.rstrip("%") .astype("float")

R 3-4 M years

X Foterm” BEE, MR 40 month”, ARFL3-SHT %

loans['term'] = loans['term'].apply(lambda x: int(x[:-7]))

XAG 3-5 #% month

S BT AL, A AT R RO AE SR . LI L W Rl ob
BATAFAEIEFE . RIS S IR

3.2.3 $HE%EE

2Rl FiT 2 Ao B A AL R, /R BN R A AT R IR B . RRIEAE R B 12
MR BEARFAE B3 H T 6 P ASE 28 A S s 5 B RVRRAGE - [R] B 590 [ S 26 5 90 H 558 3
AKETURBVRHE. X — PR OCEE, KONIEHEAIE FRHIE AT DL RS A 0 52 4 B
Rt E AR, EARI AR, AT T g .

A S 5 AR R AIE 1K) S B3 SCRI SRS 70 AT G DU EAT 0 e o 450 28000 4 () JE SR RRAIE
U id member id. zip code. out prncp. out prncp inv. total pymnt inv 5%, 5 H
Pr Z NA B R 55 , B FE T A2 AT e 5| NS R RS, DR e 3604 X U AR
A€ 7 S RY]15 38

AR

18
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L R HIBRRFAE . ST — N REMIBRRFAE R 51 3R, 12 IRSEFR = X, K id. member id.
zip_code. out prncp. out prncp inv. total pymnt inv ZFRFIEIIAZEK F

2. MERFFAE: AR S PIE M BRIX SR I BR AL, B ORESCE DR KF — B AN 52 bk

gk ERhEPER, 53] 7 AR H RS AR E B SE, WiEk 3-3 Fs.
FEIXAN B R AR 0 Bt b, AR AR DL T R AR AT N G [RIINF, 8E S TU AR AR
FSEEPNE R, A BRI TS5 R A
k 33 HIrFEHERF @G L

Column Non-Null Count | Dtype
loan_amnt 242851 non-null | float64
term 242851 non-null | int64
int_rate 242851 non-null | float64
installment 242851 non-null | float64
emp_length 242851 non-null | int64
home ownership | 242851 non-null | object
annual inc 242851 non-null | float64
verification_status | 242851 non-null | object
loan_status 242851 non-null | int64
purpose 242851 non-null | object
dti 242851 non-null | float64
delinq 2yrs 242851 non-null | float64
inq last 6mths | 242851 non-null | float64
open_acc 242851 non-null | float64
pub_rec 242851 non-null | float64
revol bal 242851 non-null | float64
revol util 242851 non-null | float64
total acc 242851 non-null | float64

3.24 $HESRDS

1E 5 BURFIE I 5 B 42+ 11 verification_status<home ownership.purpose.loan_status
X PYANRFEAT 2 object M. SR, IXLEAFAESLPR BB 7R E, AR ERRKE
MIANBAETINL G = IR AT I Z . WAL PRIX LG 73 2RAFAE, 75 2 EATTHEAT I A
f% (One-Hot Encoding) #:1E, AT L6 B #5070 SRR AE 3 0y — LA 2 S B Y ]
PAFE BUE R A A0, A 3-6 s .

cat_columns = ["home_ownership", "verification_status", "purpose"]

dummy_df = pd.get_dummies(datalcat_columns])

data = pd.concat([data, dummy_df], axis=1)

data axis=1)

data.drop(cat_columns,

X4 3-6 one hot %A
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BeJe, 520 loan_status FFAEMEATRAFRAC R, ACSZEG N 75 S5 4 R TBORAS BB BE R (1%
Ol HA TG DUMIER A RS o R G 2 DR B DU DA I A S BT B0, I B 75 B2 55
FRRITE DL, R D R R OUH 1 AU, R EE RIS LT 0 4G, WnfXhd3-78r
o

data = data[(data['loan_status'] == "Fully Paid") |
(data['loan_status'] == "Charged 0ff")]
status_replace = {
"loan_status": {
"Fully Paid": 1,
"Charged 0ff": O,
}
}
# B R EEH R IR LR, o IE K R E LR o
data = data.replace(status_replace)

print(data.shape)

XA 3-7 loanStatus 44 4E 4L 32

BRLTER T BRI T B, B BARE Bk -1 Frs.

3.3 APIEREAA T

£ Lending Club fF 0¥ ##E 54+, EAMEALIEZENER, WK 3-4 Prs. AR
PTR80S, R 100 MFEAS, HA HF 1 AR beakis
PIFEAR, Rk 99 N RTREIEFEAEAR, 4234 R w —/Ma s ik Bra e
AJFIRAIEFREAS, BRASRANIEF] 99% HIHERZ . TR AN 73288 (1 PR 50 A SLI8 1)
RS Z TR e Rk, BRI YNGR Z /T, D0 AR A A AN P10 1 )
R RE A F g 7 0 2 Filre

1. IKAF Coversampling), MEHIIEFEARMESIE. AFEALH BT, AEHEITY2.

2. JCRFE (undersampling), ZfR—SSHMEA(ESIE. AFEAS H R, )5 FH#AT

=N

ARSI R T AR R, BARERAE(T A SMOTE (Synthetic Minority Oversam-
pling Technique), SMOTE MEA R B SREFFRAITEE, tHE NN DBEREAR
KANEAR, K ANELEH AP N DMEARBAT R E, #E DA, [F
IR RE A S IR s S R, AR ISR .

281 1 R S R B AR L A& 3-5 B .
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Frequency of each Loan Status

Percentage of each Loan status

200000

175000 -

150000 -

125000 -

loan_status

75000

50000 4

25000

loan_status

B 3-4 EQAFALSE

Percentage of each Loan status after SMOTE Percentage of each Loan status before SMOTE

1

None

loan_status

B 3-5 SMOTE iR A AT E 2tk
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3.4 FESRPRAHE TSGR TR

RS F LA A S R TI H, Oy 7 xpLas 2 ST I P BEBEAT VAL, B 5B
i LR BB AR R 7 R AN A . ARSI R 1 F BRI 73 SR, R 30%
(R EE A B PR R AR BE T TIRIAR K 70% (Bt i) 7 il etk
TINGRZ A TR

loan_status {X A7 PIAIRAS, ASLIGR —A> T FRIAE,  RIA eI e 1124 m] )
TN 505, IR —F) 2 N T 2R B v, B o) 3
fifs IR PRI e H R BT

B, B EREAR B R, BERARER RN © = (21,20, 7,)" 5 B

SR ] DR ) B D X

T 1+ exp (—wTx)

Ply=1|x) X (3-1)

H, w=(w,ws, - ,w,)" NHEEIZH,

PR 26 M (0] U5 P HE B sigmoid BRUBGEEAT i 4, A HABAE 0 21 1 2 [8], FRRA
IERIIMER . X THUR AL, AR X B2k (Logistic Loss) : Ly, §) = —ylog(y) —
(1~ y)log(1 — 9)-

TESRFFIEAIZEL w B, 8IS R UA M TE (MLE) 8977 AR 2k R 2, Horp
arg max,, L(w) = arg min,, — log L(w), 7] LB #EE T [ (Gradient Descent) 5577 54T
K. fENZRErE, ZAERENABIA AT DL E 20 N e A 2 E, ke —
ANEME (0.5), KT BMERIFEATN yIESE, Sy,

PP PERE R RE T, ARSLERIEE T H AR (Specificity) M [HI (RecalD) fF
NEZERTEE AR . BARME 7RISR (RIJERES 30 R,
A ZEPPAh AR AERT I IERE A (RIAEAE RS B0 T RE ST IX P IR o) T4
Rl RIS I 55 22 O B B2, DR BT mT DA Bl 1 MBS AN [R) 7 T A P e SR I o Jl sk o)
EIX PR AN FEAR IO EE, AT DUSE AR HL PP A AR Y ) e v g, R4 b A AL AT Y B R AR
1.

iRk 3-4 s

% 34 EPXMBFIITHELEE

precision | recall | fl-score
Charged Off 0.28 0.66 0.40
Fully Paid 0.90 0.65 0.75

3.5 FEERIPBF IR TSGR FNRE

3.5.1 ET FATE @73 SCHRERFREF ) RUR Tl 85%
FEBRFR S S N R R T RS fe e, 20 K BT JUAS B2 B
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1 B, REBE M@ I, XA TR EME s BCE L ER
IBATHIE LR ST M AR AR s IE . IR S 5 U5 W] DU O 22 4 b A7 R0
2]

2. R, EENIPIREA NG G, EREEE B AN A BN FEEAT AL

3. e, ERLIRMTE S R REAT PR E . RBFEERFESENTIL, REHS
B UL R DR BT FH B0 Vil b o BE 98 72 ML b e AR Y ) 1

4. feJa, ERERIINZRRIVEAE SR, 6 B0 4 R EEAT 7 A xt L

352 EBHEEIHENTE LA
3521 BiEERSE

FEWFR A T N e, TP A 38 & o A St A7 il A5 A R 24 =) 4L 23 10 Hiodie
AR AR AN R . IR (8 20 A U A it D5 2T DUORST R T R AL R
I 30 1 Bl A BRI R 2k O 7RI R S, ARSI AR AT R (1Y
WZREHE 78 T = AL B 4R .

R oy B B 10 75 1% B AERRAU B S 5 b AU 0, B2 28 =] A2 S T A
A 3R ARG TR P P B o SRR = A i R AT o AR B AN Sy b, SEER B TE
PR IRFR 2 S HE ZRAE AL B 73 A SR I VR REATRICR . SR, Rl 58 70 v =10
(K355 —AMRISAE T, T LUK S PR AS [ R0 20 A P R AR I Rl SR 52

Ik, ASERR Bl %R 3-5 Fron B8 7 =800, 73 BIX B =15 CentOS7 FHL.

%k 3-5 HBEENFEE

CentOS7-1 | 25% | 10000
CentOS7-2 | 25% | 9999
CentOS7-3 | 50% | 9998

3522 HBEHEE

RNT IRFFB IR B Y, FATE-v1.5 FFUR 5] N Pipeline f&H, iZBIH R0t T —
B AR EE AR RE , P AT DUE R S B SR AR, AR B A AT
T EIRRATES, FATE & HPIT Ba b i, S&AE T i@ idis. £
L, T Pipeline BEHUN SR HAT T AL, BAERAEW T Fis:

1. X pipeline FEATHIURIL, BCE 1L T RAG EERLH) TP 5

2. )% python IAIFF5| N pipeline FiER, & X5 FHINTT, X B % X guest A4 9999,

host 25 9998, 10000
23
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3. B XEHRAE D IX . R 436, XRAE FATE B3 & A A
4. f§i [ pipeline_upload.add upload data & X _FAEEIEREE, WAIES3-8FR

5. f# FH pipeline upload.upload(drop=1) 5¢ & 4%

pipeline_upload.add_upload_data(file=os.path.join(data_base, "train.csv"),
table_name=dense_data_guest["name"],
namespace=dense_data_guest ["namespace"],

head=1, partition=partition)

pipeline_upload.add_upload_data(file=os.path.join(data_base, "test.csv"),
table_name=test_data_guest["name"],
namespace=test_data_guest["namespace"],

head=1, partition=partition)

KA 3-8 & L kA% H % & AR

3.5.3  BFE I K FURAR R UIZ
3.5.3.1 pipeline #J84

FERAT ARSI ZRIAE 2 SR, 75 255X pipeline BEATHIUA 1 R IC B AR AL % EHIAE
BIMES &AM T, nA3-95R.

pipeline = PipeLine() \
.set_initiator(role='guest', party_id=9999) \
.set_roles(guest=[9999], host=[9998, 10000], arbiter=10000)

R 3-9 pipeline #1454

3.5.3.2 TEMEIEIEE (Reader) 1HiR

TR B U2 NIRRT SR S B AT G, 7558 SCBRFR 2 ST XU T A% 7R 1)l
SRR AR U R AR s O, B s U A7 BT TR e I A X
FR A i 42 25 0] 5 3R A1 R 2 TR, WA AR

reader_0 = Reader(name="reader_0")

reader_0.get_party_instance(role='guest', party_id=9999).component_param(
table={"name": "9999_data", '"namespace": "experiment"})

reader_0.get_party_instance(role='host', party_id=10000).component_param(
table={"name": "10000_data", "namespace": "experiment"})

reader_0.get_party_instance(role='host', party_id=9998) .component_param(
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table={"name": "9998_data", "namespace": "experiment"})

AKAL 3-10 reader & 3L, label

3.53.3 EXEUEAE (DataTransform) iR

DataTransform R 32 B A4 57 204 FAL BRANRRAE TR AT 5% . X MBEEREAE T — R
FISEH B R A BT VA TR, DUEAE AT 2 ) @ 2 wiE b R Ot 20
BT 2 BT ASZLS DX St AT i Tiab 3, DR X LA S B0 i ) DataTransform 524
KFAT N AEAR SHFR M X 7, aARE3-11 57w .

data_transform_O = DataTransform(name="data_transform_0", with_label=True)
data_transform_0.get_party_instance(role='guest', party_id=[9999]).
component_param(
with_label=True, label_name="loan_status", label_type="int", output_format="
dense")
data_transform_O.get_party_instance(role='host', party_id=[10000]).
component_param(
with_label=True, label_name="loan_status", label_type="int", output_format="
dense")
data_transform_0.get_party_instance(role='host', party_id=[9998]).
component_param(
with_label=True, label_name="loan_status", label_type="int", output_format="

dense")

XA 3-11 DataTransform & X

3534 EXHEEZEEYT (HomoLR) #HRiR

BEAZ 4R A1) (HomoLR) RIS AA 3] — i BB (1 73 REE . AR M, 25
THR &7 (Blan%s - am A E AL P14 AH B AR 2 1), (HEAE A AT B2 AN [F] . HomoLR
MR N 77 AL 5 07 Z (B BEAT A B JE S e SR &, T ORGP % 07 B B A, JF
SEILAE S AT B EZR— A2 R R . 544 R4 RS (LR) AHAL,
HomoLR MY ZRIEFE 3 B HE LR P IR:

1. ¥J4A1E HomoLR #A . %2 577 FIMiAY B R 454 . AERRUOER T, BNS
557 8 SRR EIgkR A,

2. INEERRREE L. AH AR IR (H AT FATE fX S2EF Paillier #35) 18 EHL
TTHIRERE . XFE—K, ZENAFEA RGO, X H BT R37& 07 Z B 5L
P A o
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3. RS RE: #Z500RmE (BRUSC, BT BED B ik arbiter.
arbiter X LEBE L LI IBABE L, IR JE R e KB T 2 577 LE e AT
JE ER AR

4. WA SR SARGEHT LR 28480, BB i S A I Rl ik 2]
e M BB IR, IZRIERERHE 1

£ FATE " }] HomoLR U1AH53-12r7, X ZHEEAT 1 #8703, AERIERCK AR 7>
AT BRI GRRCR A F, AR TR BTIROT A o DA XX S 2 A VR4 1 B S A -

homo_lr_O = HomoLR(name="homo_lr_0", tol=0.0001, alpha=1.0, optimizer='rmsprop
', batch_size=-1, early_stop='diff')

AR AL 3-12 HomoLR & X

1. name="homo _Ir 0”: ¥ HomoLR RISl ar 44, 11 J5 I AvEAh

2. t01=0.0001: %7 (tolerance) ZH M TR EM AN RE. HH A IIILIERE
RBNZBERS, IR B SR a5 1k

3. alpha=1.0: BN AREL, - EEhia R p E Nt ss g LARs 1k &

4. optimizer="rmsprop’: ¥ B2 N RMSProp. itk 2% T 5 iR R AL EE DA I /ML
11K PR 2L. RMSProp J& —M HIERN 2= ) 7775, d M TRt in @, ] Ui
BRI Sl 2

5. batch_size=-1:batch K /)N i 7€ RS K0 5 i S A0 2R B B A A K 24 batch_size=-

1, R BTABEEFEALE N — batch. X EIRE AL R 76 B EUE
& EPAT—RSECEH

6. early stop="diff>: FEHTIFLHERE, URBIARNGESLE]—E AN GE T @ A 2D
R Zabgs, AT AT EREFD LS A
3.53.5 EXF (Evaluation) 3R

Evaluation #7E FATE H 61 5T 3 A& Fh AL $8 b A v, FH DAfliT E A BRI R 30UR
FIVERE o AN S0 FI FH I — H5 H SR DA 38 ok B S 2 ST YN R B AR T PR AR A B,
3-13 7

evaluation_0 = Evaluation(name="evaluation_0", eval_type="binary")

X% 3-13 Evaluation /@ 3
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A A Evaluation BEER S 72 LT 4 FK evaluation 07, F-45 FH P57 % B 7 binary”,
RIARXS —AS 40 K ) B VR BE AT PPAl « Evaluation BEEREEAL T ZFhPEALTEFR, I
WHERI % (Accuracy). FEHfE (Precision). #[F[% (Recall). F11H (Fl-score). AUC.
ROC WhZ5F. IXECPPAlFE AR T LAFS Bl S ie B 4 [ b 77 453 20 76 Y SR B AR B iR

b2/

i,

AT FITASE TR  75 A2 0592 A AR BRET A 508, I s IO £ R 400 45 BROR UL 45 ) i

3.5.3.6 B pipeline TIERSEH

FE 58 BRI 5E SOJE 75 2R IX S8 R A 5 B — > 52 38 1 Pipeline TAF
N TSI — A br, /5 B PAT PP AN Ak B AR MR H A N 21 Pipeline
I SCEMNZ B BRI &, WY 3-14 7R

pipeline.add_component (reader_0)

pipeline.add_component(data_transform_0, data=Data(data=reader_0.output.data))

pipeline.add_component (homo_lr_0, data=Data(data=data_transform_O.output.data))

pipeline.add_component (evaluation_0, data=Data(homo_lr_0.output.data))

pipeline.compile()

E&
.

2.

KA 3-14 pipeline TAE AR 2 3L
AAGHR T Pipeline " AL 45 K4 FIECHE A ] «
T, B Reader AU MBI TAEG A, BRI INZ: B g 42

%, ¥ DataTransform AU N TAER A, KT Reader 204410 % Hi 5z . 18
XA A A 5E O R8s SRR BRI 43

%, K HomoLR HMIMATAER, ZAHMHT DataTransform 2 )4 H1 £k
5. MY, HomoLR HAAYIFAGAE I Zh¥idls _LEAT Il %k

wJa, {ELAER AU N Evaluation 2044, 4KHi T HomoLR ZH 14 1% Hi B e . bR,
Evaluation #3215 4 H AR 78 AN [R] PPAS $8 F5 7 T ) 2 20

SERR AR RS A AT ¢ S 152 U, ) {8 pipeline.compile() 5% Pipeline % 1%

i LR R, ARSI R D oRE 5% A AR R AR R A > 58 BE I Pipeline AR

R K, ATRAFFURIIZREEL, HFIH Evaluation BB PEAE AL YII ZR A2 ANIINRAR b 1

[
He o

gl REan & -1 o
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FNE REFAGERESSEERSSH

FEBLSEE R T, S e R A — 35 DTSR ) s, (H i TEEEM
X2 RS AL RSP B EER , T E B oA E B R LA 2 1) = DR ey XU Tty 5 2 F A
Pho SR, BRFRES] (FL) BORIESSA) DA R A i L

HRFR A 3] SCVFAS [F) e LRI FE AN I 3 2 IR BAs I S 00 T, SRR ZR— A
SR AT LAIRE S U RA 2 DR, (RTINS 7 20 A 257 OBt B0, 1R THR R O PE R

N T BRI 3] BORAE SRS DTSR AL H5 A SRR PR SEgRs— M8 e =
X S R UG il BB = SRR A 5 4% 24 ) 4% B AROSL N ZR AR RS AT UG, X — A AL T
IZREE Z A IR SR EAT T3

H TR A 1 IE AURE A AT, Wil 4-1 Fos, (6 FAER A R P AR T REAS
FERREE R IR SRR AR AN Tl R R AR AR AE I R A AT 2 i 1) I TR AR 2 12
Tl ML SR v XU 5 B R BN EE o TR, SRR AT B T RS A L DAl A A A
DX e ARG A3 B 5 T (R B o & SR VP B AE T v MR B B 5 T S A {5 0, BETI AL
BB R

Loan Status Distribution

0

B 4-1 test KIEEE N

A <l KBS PO AR R o, AR ) T H Ao YUl IS 8 B e KU BT, BRI AE X
S IS AL ) S B R P o, 9 S AR 3 Dy 2 BEPAN A v A B - B AR I A A2 <
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WK, Bl AR CREsPE, IR GOREAS O HERAEE) 00— Pl BE &3 A PRAR b ot AT fE
SHENER

4.1 FATE BRI#EESEHFAMER LSRR

2RI S AR bR, BRI 25 7 HUA A AR AR A7 5 B I ] 4-2 B
e MEHRTUIB RS, £ =GBV T IR 2 g, B XU T g
PALCEINETE

RANGEIRAEY] 7R 2 2150 T G AT M S0 R Bl B A AT 22 4 ) 4, HLA B 2
KPR A . W R RIB A ST BOR, B Rl U T DALE DR il 22 4. 387 AR SGVE LI
SLa b, TS MR A AR T BB SRS R AR A AT RS P s o X AT B TR
ey RS R I HERA 2, 3 ] S AT Rt o 2 7 SR e A AR 55

B 1 Rl A, BRIR AR )t F At 75 B AT S LA B 1 ) R A
BInERyy . A MBS WP IHOR, BAHU A DAL RS BRAL AN S %
SRR T, BORELIRONME, LIS RANILZRIET . BIARE, BIREE
TERERAE 2 MT IR ERFESh 1 o

BXFRAR A Bl-1 B#1-2 E#1-3

B 42 BRAFEA LG Z T AR b4
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4.2 FATE BB RBEARBRKPHEIES B TROMRERTEE 947

50, {2577 BRI AR E R AL, Xal el %
Rk 55 225 2 P RFAE DL S AR AN R R (K5 o BRI, 2 SEBn B FP 7 255 IR 2 AN
(7375 5% AR ORIBC R 7 2] BAT SE 4 1032 PR S et

SIS 5 AL I KA [F R 20 A T TR, R PP B 7 ST AE AN R Bcdfs o A
AT IR . WX, T URSHEAN RN 553755 RIS S BORBE IS H R K 7
MV AME AN B B

N T SEBUEA B AR, ARSI NG 1 AE PSR B 26 F N EATIRIR Bt 7 A A
S FNH SR PR TSR AL, Wi 4-3 Fras. ATRAE R, R HE E AT
B o3 AT A IO, AR R & AN e . XSS5 1R ISR b i B P s A
BB ST HA IR 2 B W T A FEBU R S /R R /5 200 257 Bl S 1
5 ATREAT 5 VAL, AR O E & 75 & LRGSR I kAR

Lo FATEER DS B E AR B EEE D7 FEOIEEET Lot

0.8 +

0.6 1

0.4 1

0.2 1

0.0 T T
10% 30% 50%

B 4-3 #HAEAEA KR
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4.3 FATE BRFBREHREM ST

FATE HEZE ) 2 Atk 3 BORIE T T 277 %41 E (MPC) LU [RIZS % (HE) %
RIGERRJZE 2 AT I AR A B ARG AR S ik EE D M7
AR U . BT 2] HR & P il N SRR AR AR H AR Y, R 45 43R
B 57T A oy RAFF AT ) 4 SRR i, Mk e B Mk B o SR, 78 LS Y
SRIREER, BRI . R HEER G . B G R AT, S 54N P
SAUHME AT, HpoC AR S5 28 16 AT 43 R B A DAGRAIE, 308 b A5 28 B BT sk A4 F P BRoRA 11 7
BRI

Kk, FATE {1 T 277 %41 HE (MPC) AKX FIZSINE (HE) B AR AR IERE L 2 5]
LR ) 2 A

1. %42 )71 5H (Multi-Party Computation, MPC): %4 % 75115 (MPC) /& —Fh o
ZOTAEAM BRI AR S RSO, LRI EIEA RN 7% . 1E FATE A% 2]
HEZEH, MPC fRUE 7 £ R R, SN e A A iR 3 S8R G
LN AT A 1E. FATE ) MPC £ T30 53, Q322 i@ Miges . s
fEAAAL B S, DA ORI 7 S IR A S 577 0E B4 e

2. [AZN% (Homomorphic Encryption): [FIZSHN% & — MU= ik, & v SC8
WHAT R ERAE, JREAMRE BSOS A iR A 45 R . 78 FATE B S HEQE b,
) 25 0% T $is 10 2 41 H AR Ao Paillier [FIZS 1% & FATE ‘& 1 [R) 25 0 2
B, B &2 577 R A R s B RA R (RN, SEIR S AR T S AR AL 1 Zx

ARSI, F B H 1 Federated Logistic Regression ZH 4§ A 1 Paillier [7) 25 1% 5
VRHATRR L SR, ORIE T RR RS M 5T SR et . (B R R 1 BRI AE T
BN ST B, el P AT A5 S AR AR 22 AT — A 1) j S kAR
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FLE BE5RE

ASCIL SIS UE ] 1 IR ST AR SLBR NH h AT R A e . BART =, R
AMNAEAL G AR 5 2 BRI SR _ESR O T RSAATHER, O F P e R 3 K B B AL PR 97 L
i, i ELAE CRAUEAS ARG B A (R SE B 1 SEAL AR RE o ASHIE 7E iz Y b {5 b o 1
HE, SERC T B I AR AR (et IRl R S B Bl I 2R 0
FRAHEAT TS EL . M RAR W, AEBIIB25], ERl U 18] 1 & VR R BEAS B K
HEzh77.

(RIS S8 I X AN [ 080 70 A1 RSB 2 SN ZREE SRVt Lo, ek 1 bl
AR ZRBCR K. WHES R iR, LSRRG T, Bl oAk
51, WA IR SRR Rt i . AEBLSE RS S, B SR N A7 255 4% H R
LM ARs R DME EIRZIM VA IR 4 21 9 = IR sk A £

ERBIE R ENT ST, IR Rt 24, Bdutde . P FahSs )l ig
BT —Fh R R S o VB IRIR 52 2RI T R Bt AN BT A i Oy 2R GRI RL
BaAL, BRSO E T A A SR T 22 18], ANt SRR B 55 . A, FER R
Fer, Al A DR R N A B R R T FEOR, R m AR~ STHESE Oy
figp DR TSI I P v ) i AL 4 B DN 5 KR S
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loan_amnt 242851 | float64
term 242851 | float64
int_rate 242851 | float64
installment 242851 | float64
emp_length 242851 | float64
annual_inc 242851 | float64
dti 242851 | float64
delinq 2yrs 242851 | float64
inq_last 6mths 242851 | float64
open_acc 242851 | float64
pub_rec 242851 | float64
revol bal 242851 | float64
revol util 242851 | float64
total acc 242851 | float64
home ownership ANY 242851 | float64
home ownership MORTGAGE 242851 | float64
home ownership NONE 242851 | float64
home ownership OTHER 242851 | float64
home_ownership OWN 242851 | float64
home ownership RENT 242851 | float64
verification_status Not Verified 242851 | float64
verification_status Source Verified | 242851 | float64
verification_status Verified 242851 | float64
purpose_car 242851 | float64
purpose_credit_card 242851 | float64
purpose debt consolidation 242851 | float64
purpose_educational 242851 | float64
purpose_home improvement 242851 | float64
purpose house 242851 | float64
purpose_major purchase 242851 | float64
purpose_medical 242851 | float64
purpose_moving 242851 | float64
purpose_other 242851 | float64
purpose_renewable energy 242851 | float64
purpose small business 242851 | float64
purpose_vacation 242851 | float64
purpose_wedding 242851 | float64
loan_status 242851 | int64
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Abstract

The idea of federated learning is to collaboratively train a neural network on a
server. Each user receives the current weights of the network and in turns sends
parameter updates (gradients) based on local data. This protocol has been designed
not only to train neural networks data-efficiently, but also to provide privacy benefits
for users, as their input data remains on device and only parameter gradients are
shared. But how secure is sharing parameter gradients? Previous attacks have
provided a false sense of security, by succeeding only in contrived settings - even
for a single image. However, by exploiting a magnitude-invariant loss along with
optimization strategies based on adversarial attacks, we show that is is actually
possible to faithfully reconstruct images at high resolution from the knowledge of
their parameter gradients, and demonstrate that such a break of privacy is possible
even for trained deep networks. We analyze the effects of architecture as well as
parameters on the difficulty of reconstructing an input image and prove that any
input to a fully connected layer can be reconstructed analytically independent of
the remaining architecture. Finally we discuss settings encountered in practice and
show that even aggregating gradients over several iterations or several images does
not guarantee the user’s privacy in federated learning applications.

1 Introduction

Federated or collaborative learning [6, 28] is a distributed learning paradigm that has recently gained
significant attention as both data requirements and privacy concerns in machine learning continue to
rise [21, 14, 32]. The basic idea is to train a machine learning model, for example a neural network,
by optimizing the parameters 6 of the network using a loss function £ and exemplary training data
consisting of input images x; and corresponding labels y; in order to solve
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We consider a distributed setting in which a server wants to solve (1) with the help of multiple
users that own training data (z;,y;). The idea of federated learning is to only share the gradients
VoLg(x;,y;) instead of the original data (x;, y;) with the server which it subsequently accumulates to
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Figure 1: Reconstruction of an input image « from the gradient Vg Ly (z, y). Left: Image from the
validation dataset. Middle: Reconstruction from a trained ResNet-18 trained on ImageNet. Right:
Reconstruction from a trained ResNet-152. In both cases, the intended privacy of the image is broken.
Note that previous attacks cannot recover either ImageNet-sized data [35] or attack trained models.

update the overall weights. Using gradient descent the server’s updates could, for instance, constitute
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server users

The updated parameters %1 are sent back to the individual users. The procedure in eq. (2) is called
federated SGD. In contrast, in federated averaging [17, 21] each user computes several gradient
descent steps locally, and sends the updated parameters back to the server. Finally, information about
(2, ;) can be further obscured, by only sharing the mean 1 22:1 VoLygr(x;,y;) of the gradients of
several local examples, which we refer to as the multi-image setting.

Distributed learning of this kind has been used in real-world applications where user privacy is crucial,
e.g. for hospital data [13] or text predictions on mobile devices [3], and it has been stated that “Privacy
is enhanced by the ephemeral and focused nature of the [Federated Learning] updates” [3]: model
updates are considered to contain less information than the original data, and through aggregation of
updates from multiple data points, original data is considered impossible to recover. In this work we
show analytically as well as empirically, that parameter gradients still carry significant information
about the supposedly private input data as we illustrate in Fig. 1. We conclude by showing that even
multi-image federated averaging on realistic architectures does not guarantee the privacy of all user
data, showing that out of a batch of 100 images, several are still recoverable.

Threat model: We investigate an honest-but-curious server with the goal of uncovering user data:
The attacker is allowed to separately store and process updates transmitted by individual users, but
may not interfere with the collaborative learning algorithm. The attacker may not modify the model
architecture to better suit their attack, nor send malicious global parameters that do not represent the
actually learned global model. The user is allowed to accumulate data locally in Sec. 6. We refer to
the supp. material for further commentary and mention that the attack is near-trivial under weaker
constraints on the attacker.

In this paper we discuss privacy limitations of federated learning first in an academic setting, honing
in on the case of gradient inversion from one image and showing that
e Reconstruction of input data from gradient information is possible for realistic deep and

non-smooth architectures with both, trained and untrained parameters.

e With the right attack, there is little “defense-in-depth" - deep networks are as vulnerable as
shallow networks.

e We prove that the input to any fully connected layer can be reconstructed analytically
independent of the remaining network architecture.

Then we consider the implications that the findings have for practical scenarios, finding that



e Reconstruction of multiple, separate input images from their averaged gradient is possible
in practice, over multiple epochs, using local mini-batches, or even for a local gradient
averaging of up to 100 images.

2 Related Work

Previous related works that investigate recovery from gradient information have been limited to
shallow networks of less practical relevance. Recovery of image data from gradient information
was first discussed in [25, 24] for neural networks, who prove that recovery is possible for a single
neuron or linear layer. For convolutional architectures, [31] show that recovery of a single image
is possible for a 4-layer CNN, albeit with a significantly large fully-connected (FC) layer. Their
work first constructs a “representation” of the input image, that is then improved with a GAN. [35]
extends this, showing for a 4-layer CNN (with a large FC layer, smooth sigmoid activations, no
strides, uniformly random weights), that missing label information can also be jointly reconstructed.
They further show that reconstruction of multiple images from their averaged gradients is indeed
possible (for a maximum batch size of 8). [35] also discuss deeper architectures, but provide no
tangible results. A follow-up [34] notes that label information can be computed analytically from
the gradients of the last layer. These works make strong assumptions on the model architecture and
model parameters that make reconstructions easier, but violate the threat model that we consider in
this work and lead to less realistic scenarios.

The central recovery mechanism discussed in [31, 35, 34] is the optimization of an euclidean matching
term. The cost function
argmin[|VoLo(x,y) — VoLo(x",y)||* 3)

is minimized to recover the original input image z* from a transmitted gradient VyLg(z*,y). This
optimization problem is solved by an L-BFGS solver [18]. Note that differentiating the gradient of £
w.rI.t to  requires a second-order derivative of the considered parametrized function and L-BFGS
needs to construct a third-order derivative approximation, which is challenging for neural networks
with ReLU units for which higher-order derivatives are discontinuous.

A related, but easier problem, compared to the full reconstruction of input images, is the retrieval of
input attributes [23, 10] from local updates, e.g. does a person that is recognized in a face recognition
system wear a hat. Information even about attributes unrelated to the task at-hand can be recovered
from deeper layers of a neural network, which can be recovered from local updates.

Our problem statement is furthermore related to model inversion [9], where training images are
recovered from network parameters after training. This provides a natural limit case for our setting.
Model inversion generally is challenging for deeper neural network architectures [33] if no additional
information is given [9, 33]. Another closely related task is inversion from visual representations
[8, 7, 20], where, given the output of some intermediate layer of a neural network, a plausible input
image is reconstructed. This procedure can leak some information, e.g. general image composition,
dominating colors - but, depending on the given layer it only reconstructs similar images - if the
neural network is not explicitly chosen to be (mostly) invertible [11]. As we prove later, inversion
from visual representations is strictly more difficult than recovery from gradient information.

3 Theoretical Analysis: Recovering Images from their Gradients

To understand the overall problem of breaking privacy in federated learning from a theoretical
perspective, let us first analyze the question if data z € R”™ can be recovered from its gradient
VoLy(x,y) € RP analytically.

Due to the different dimensionality of z and V¢ Ly(z, y), reconstruction quality is surely is a question
of the number of parameters p versus input pixels n. If p < n, then reconstruction is at least as
difficult as image recovery from incomplete data [4, 2], but even when p > n, which we would expect
in most computer vision applications, the difficulty of regularized “inversion" of Vg Ly relates to the
non-linearity of the gradient operator as well as its conditioning.

Interestingly, fully-connected layers take a particular role in our problem: As we prove below, the
input to a fully-connected layer can always be computed from the parameter gradients analytically
independent of the layer’s position in a neural network (provided that a technical condition, which



prevents zero-gradients, is met). In particular, the analytic reconstruction is independent of the
specific types of layers that precede or succeed the fully connected layer, and a single input to a
fully-connected network can always be reconstructed analytically without solving an optimization
problem.The following statement is a generalization of Example 3 in [24] to the setting of arbitrary
neural networks with arbitrary loss functions:

Proposition 3.1. Consider a neural network containing a biased fully-connected layer preceded
solely by (possibly unbiased) fully-connected layers. Furthermore assume for any of those fully-
connected layers the derivative of the loss L w.r.t. to the layer’s output contains at least one non-zero
entry. Then the input to the network can be reconstructed uniquely from the network’s gradients.

Proof. In the following we give a sketch of the proof and refer to the supplementary material for
a more detailed derivation. Consider an unbiased full-connected layer mapping the input x; to
the output, after e.g. a ReLU nonlinearity: z;11 = max{A;z;,0} for a matrix A; of compatible
dimensionality. By assumption it holds ﬁfl)i # 0 for some index ¢. Then by the chain rule

-1 T
x; can be computed as (ﬁ) . (#) . This allows the iterative computation of the

layers® inputs as soon as the derivative of £ w.rt. a certain layer’s output is known. We conclude

by noting that adding a bias can be interpreted as a layer mapping xj to x4+1 = xr + by and that
de _ dc
dz, — dbg® |

Another interesting aspect in view of the above considerations is that many popular network archi-
tectures use fully-connected layers (or cascades thereof) as their last prediction layers. Hence the
input to those prediction modules being the output of the previous layers can be reconstructed. Those
activations usually already contain some information about the input image thus exposing them to
attackers. For example [23] show that these features representations can be mined for image attributes
by training an auxiliary malicious classifier that recognizes attributes that are not part of the main task.
Further interesting in this regard is the possibility to reconstruct the ground truth label information
from the gradients of the last fully-connected layer as discussed in [34]. Finally, Prop. 3.1 allows to
conclude that for any classification network that ends with a fully connected layer, reconstructing the
input from a parameter gradient is strictly easier than inverting visual representations, as discussed in
[8, 7, 20], from their last convolutional layer.

4 A Numerical Reconstruction Method

As image classification networks rarely start with fully connected layers, let us turn to the numerical
reconstruction of inputs: Previous reconstruction algorithms relied on two components; the euclidean
cost function of Eq. (3) and optimization via L-BFGS. We argue that these choices are not optimal
for more realistic architectures and especially arbitrary parameter vectors. If we decompose a
parameter gradient into its norm magnitude and its direction, we find that the magnitude only captures
information about the state of training, measuring local optimality of the datapoint with respect to
the current model (for strongly convex functions the gradient magnitude is even an upperbound on
distance to the optimal solution). In contrast, the high-dimensional direction of the gradient can carry
significant information, as the angle between two data points quantifies the change in prediction at
one datapoint when taking a gradient step towards another [5, 16]. As such we propose to use a cost
function based on angles, i.e. cosine similarity, I(z,y) = (z,y)/(||z||||y|||). In comparison to Eq.
(3), the objective is not to find images with a gradient that best fits the observed gradient, but to find
images that lead to a similar change in model prediction as the (unobserved!) ground truth. This is
equivalent to minimizing the euclidean cost function, if one additionally constrains both gradient
vectors to be normalized to a magnitude of 1.

We further constrain our search space to images within [0, 1] and add only total variation [27] as a
simple image prior to the overall problem, cf. [31]:

. (VoLo(z,y), VoLo(x*,y))
arg min 1—
eelo]n |[VoLo(x, y)|l[[VoLo(z*,y)ll
Secondly, we note that our goal of finding some inputs z in a given interval by minimizing a quantity

that depends (indirectly, via their gradients) on the outputs of intermediate layers, is related to the
task of finding adversarial perturbations for neural networks [29, 19, 1]. As such, we minimize eq.

+aTV(z). “4)
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Figure 2: Baseline comparison for the network architectures shown in [31, 35].We show the first 6
images from the CIFAR-10 validation set.

(4) only based on the sign of its gradient, which we optimize with Adam [15] with step size decay.
Note though that signed gradients only affect the first and second order momentum for Adam, with
the actual update step still being unsigned based on accumulated momentum, so that an image can
still be accurately recovered.

Applying these techniques leads to the reconstruction observed in Fig. 1. Further ablation of the
proposed mechanism can be found in the appendix. We provide a pytorch implementation at
https://github.com/JonasGeiping/invertinggradients.

This attack is, due to the double backpropagation, roughly twice as expensive as a single minibatch
step per gradient step on the objective eq. (4). In this work, we conservatively run the attack for
up to 24000 iterations, with a relatively small step size, as computational costs are not our main
concern at this moment (and we assume that the attacker that is breaking privacy potentially has
order-of-magnitude more computational power than the user), yet we note that smarter step size rules
and larger step sizes can lead to successful attacks with a budget of only several hundred iterations.

Remark (Optimizing label information). While we could also consider the label y as unknown in Eq.
(4) and optimize jointly for (x,y) as in [35], we follow [34] who find that label information can be
reconstructed analytically for classification tasks. Thus, we consider label information to be known.

5 Single Image Reconstruction from a Single Gradient

Similar to previous works on breaking privacy in a federated learning setting, we first focus in
the reconstruction of a single input image @ € R™ from the gradient VyLy(z,y) € RP. This
setting serves as a proof of concept as well as an upper bound on the reconstruction quality for the
multi-image distributed learning settings we consider in Sec. 6. While previous works have already
shown that a break of privacy is possible for single images, their experiments have been limited
to rather shallow, smooth, and untrained networks. In the following, we compare our proposed
approach to prior works, and conduct detailed experiments on the effect that architectural- as well
as training-related choices have on the reconstruction. All hyperparameter settings and more visual
results for each experiment are provided in the supp. material.

Comparison to previous approaches. We first validate our approach by comparison to the
Euclidean loss (3) optimized via L-BFGS considered in [31, 35, 34]. This approach can often fail
due to a bad initialization, so we allow a generous setting of 16 restarts of the L-BFGS solver. For a
quantitative comparison we measure the mean PSNR of the reconstruction of 32 x 32 CIFAR-10
images over the first 100 images from the validation set using the same shallow and smooth CNN as
in [35], which we denote as "LeNet (Zhu)" as well as a ResNet architecture, both with trained and
untrained parameters. Table 1 compares the reconstruction quality of euclidean loss (3) with L-BFGS
optimization (as in [31, 35, 34]) with the proposed approach. The former works extremely well for



Table 1: PSNR mean and standard deviation for 100 experiments on the first images of the CIFAR-10
validation data set over two different networks with trained an untrained parameters.

Architecture LeNet (Zhu) ResNet20-4

Trained False True False True
Eucl. Loss + L-BFGS  46.25 + 12.66 13.24 £5.44 10.29 £ 5.38 6.90 £+ 2.80
Proposed 18.00 £+ 3.33 18.08 & 4.27 19.83 +2.96 13.95 + 3.38

Figure 3: Single-Image Reconstruction from the parameter gradients of trained ResNet-152. Top
row: Ground Truth. Bottom row: Reconstruction. We check every 1000th image of the ILSVRC2012
validation set. The amount of information leaked per image is highly dependent on image content -
while some examples like the two tenches are highly compromised, the black swan (ironically) leaks
almost no usable information. Noticeable is also the loss of positional information in several images.

the untrained, smooth, shallow architecture, but completely fails on the trained ResNet. We note that
[31] applied a GAN to enhance image quality from the LBFGS reconstruction, which, however, fails,
when the representative is too distorted to be enhanced. Our approach provides recognizable images
and works particularly well on the realistic setting of a trained ResNet as we can see in Figure 2.
Interestingly, the reconstructions on the trained ResNet have a better visual quality than those of the
untrained ResNet, despite their lower PSNR values according to table 1. Let us study the effect of
trained network parameters in an even more realistic setting, i.e., for reconstructing ImageNet images
from a ResNet-152.

Trained vs. untrained networks. If a network is trained and has sufficient capacity for the
gradient of the loss function Ly to be zero for different inputs, it is obvious that they can never be
distinguished from their gradient. In practical settings, however, owing to stochastic gradient descent,
data augmentation and a finite number of training epochs, the gradient of images is rarely entirely
zero. While we do observe that image gradients have a much smaller magnitude in a trained network
than in an untrained one, our magnitude-oblivious approach of (4) still recovers important visual
information based only on the direction of the trained gradients.

We observe two general effects on trained networks that we
illustrate with our ImageNet reconstructions in Fig. 3: First,
reconstructions seem to become implicitly biased to typical fea-
tures of the same class in the training data, e.g., the more blueish
feathers of the capercaillie in the S5th image, or the large eyes of
the owl in the inset figure. Thus, although the overall privacy G

of most 1mages is clearly breached, this effect at least obstructs the recovery of ﬁne scale details
or the image’s background. Second, we find that the data augmentation used during the training of
neural networks leads to trained networks that make the localization of objects more difficult: Notice
how few of the objects in Fig. 3 retain their original position and how the snake and gecko duplicate.
Thus, although image reconstruction with networks trained with data augmentation still succeeds,
some location information is lost.

Translational invariant convolutions. Let us study the ability
to obscure the location of objects in more detail by testing how
a conventional convolutional neural network, that uses convolu-
tions with zero-padding, compares to a provably translationally
invariant CNN, that uses convolutions with circular padding. As
shown in the inset figure, while the conventional CNN allows




Original ResNet-18 with base width: ResNet-34 ResNet-50
16 64 128

PSNR 17.24 17.37 25.25 18.62 21.36
Avg. PSNR  19.02 22.04 22.94 21.59 20.98
Std. 2.84 5.89 6.83 4.49 5.57

Figure 4: Reconstructions of the original image (left) for multiple ResNet architectures. The PSNR
value refers to the displayed image while the avg. PSNR is calculated over the first 10 CIFAR-10
images. The standard deviation is the average standard deviation of one experiment under a given
architecture. The ResNet-18 architecture is displayed for three different widths.

for recovery of a rather high quality image (left), the translationally invariant network makes the
localization of objects impossible (right) as the original object is separated. As such we identify the
common zero-padding as a source of privacy risk.

Network Depth and Width. For classification accuracy, the depth and number of channels of
each layer of a CNN are very important parameters, which is why we study their influence on our
reconstruction. Figure 4 shows that the reconstruction quality measurably increase with the number
of channels. Yet, the larger network width is also accompanied with an increasing variance of
experimental success. However with multiple restarts of the experiment, better reconstructions can
be produced for wider networks, resulting in PSNR values that increases from 19 to almost 23 for
when increasing the number of channels from 16 to 128.As such, greater network width increases the
computational effort of the attacker, but does not provide greater security.

Looking at the reconstruction results we obtain from ResNets with different depths, the proposed
attack degrades very little with an increased depth of the network. In particular - as illustrated in
Fig. 3, even faithful ImageNet reconstructions through a ResNet-152 are possible.

6 Distributed Learning with Federated Averaging and Multiple Images

So far we have only considered recovery of a single image from its gradient and discussed limitations
and possibilities in this setting. We now turn to strictly more difficult generalized setting of Federated
Averaging [21, 22, 26] and multi-image reconstruction, to show that the proposed improvements
translate to this more practical case as well, discussing possibilities and limits in this application.

Instead of only calculating the gradient of a network’s parameters based on local data, federated
averaging performs multiple update steps on local data before sending the updated parameters back
to the server. Following the notation of [21], we let the local data on the user’s side consist of n
images. For a number E of local epochs the user performs % stochastic gradient update steps per
epoch, where B denotes the local mini-batch size, resulting in a total number of E'% local update

steps. Each user ¢ then sends the locally updated parameters éf“ back to the server, which in turn
updates the global parameters #*+! by averaging over all users.

We empirically show that even the setting of federated averaging with n > 1 images is potentially
amenable for attacks. To do so we try to reconstruct the local batch of n images by the knowledge of
the local update 9?“ — 6% In the following we evaluate the quality of the reconstructed images for
different choices of n, E' and B. We note that the setting studied in the previous sections corresponds
ton =1, F =1, B = 1. For all our experiments we use an untrained ConvNet.

Multiple gradient descent steps, B =n =1, E > 1:

Fig. 5 shows the reconstruction of n = 1 image for a varying number of local epochs E and
different choices of learning rate 7. Even for a high number of 100 local gradient descent steps the
reconstruction quality is unimpeded. The only failure case we were able to exemplify was induced by
picking a high learning rate of le-1. This setup, however, corresponds to a step size that would lead
to a divergent training update, and as such does not provide useful model updates.



1 step, 7 =le-4 100 steps, 7 =1le-4 5 steps, 7 =le-1 5 steps, 7 =le-2

23.74 dB

19.77dB 19.39dB

Figure 5: Ilustrating the influence of the number of local update steps and the learning rate on the
reconstruction: The left two images compare the influence of the number of gradient descent steps
for a fixed learning rate of 7 =1e-4. The two images on the right result from varying the learning rate
for a fixed number of 5 gradient descent steps. PSNR values are shown below the images.

Figure 6: Information leakage from the aggregated gradient of a batch of 100 images on CIFAR-100
for a ResNet32-10. Shown are the 5 most recognizable images from the whole batch. Although
most images are unrecognizable, privacy is broken even in a large-batch setting. We refer to the
supplementary material for all images.

Multi-Image Recovery, B=n > 1, K = 1:

So far we have considered the recovery of a single image only, and it seems reasonable to believe that
averaging the gradients of multiple (local) images before sending an update to the server, restores the
privacy of federated learning. While such a multi-image recovery has been considered in [35] for
B < 8, we demonstrate that the proposed approach is capable of restoring some information from
a batch of 100 averaged gradients: While most recovered images are unrecognizable (as shown in
the supplementary material), Fig. 6 shows the 5 most recognizable images and illustrates that even
averaging the gradient of 100 images does not entirely secure the private data. Most surprising is
that the distortions arising from batching are non-uniform. One could have expected all images to be
equally distorted and near-irrecoverable, yet some images are highly distorted and others only to an
extend at which the pictured object can still be recognized easily, which demonstrates that privacy
leaks are conceivable even for large batches of image data.

Note that the attacker in this scenario only has knowledge about the average of gradients, however we
assume the number of participating images to be known to the server. The server might request this
information anyway (for example to balance heterogeneous data), but even if the exact number of
images is unknown, the server (which we assume to have significantly more compute power than the
user) could run reconstructions over a range of candidate numbers, given that the number of images
is only a small integer value and then select the solution with minimal reconstruction loss.

General case

We also consider the general case of multiple local update steps using a subset of the whole local data
in each mini batch gradient step. An overview of all conducted experiments is provided in Table 2.
For each setting we perform 100 experiments on the CIFAR-10 validation set. For multiple images in
a mini batch we only use images of different labels avoiding permutation ambiguities of reconstructed
images of the same label. As to be expected, the single image reconstruction turns out to be most



Table 2: PSNR statistics for various federated averaging settings, averaged over experiments on the
first 100 images of the CIFAR-10 validation data set.
1 epoch 5 epochs
4 images 8 images 1 image 8 images
batchsize 2 batchsize 2 batchsize 8 batchsize 1 batchsize 8
16.92 +£2.10 14.66 =1.12 16.49 +1.02 25.05+ 3.28 16.58 &+ 0.96

amenable to attacks in terms of PSNRs values. Despite a lower performance in terms of PSNR,
we still observe privacy leakage for all multi-image reconstruction tasks, including those in which
gradients in random mini-batches are taken. Comparing the full-batch, 8 images examples for 1 and
5 epochs, we see that our previous observation that multiple epochs do not make the reconstruction
problem more difficult, extends to multiple images. For a qualitative assessment of reconstructed
images of all experimental settings of Table 2, we refer to the supplementary material.

7 Conclusions

Federated learning is a modern paradigm shift in distributed computing, yet its benefits to privacy
are not as well understood yet. We shed light into possible avenues of attack, analyze the ability to
reconstruct the input to any fully connected layer analytically, propose a general optimization-based
attack based on cosine similarity of gradients, and discuss its effectiveness for different types of
architectures and scenarios. In contrast to previous work we show that even deep, nonsmooth networks
trained with ImageNet-sized data such as modern computer vision architectures like ResNet-152
are vulnerable to attacks - even when considering frained parameter vectors. Our experimental
results clearly indicate that privacy is not an innate property of collaborative learning algorithms like
federated learning, and that secure applications to be closely investigated on a case-by case basis for
their potential of leaking private information. Provable differential privacy possibly remains the only
way to guarantee security, even for aggregated gradients of larger batches of data points.

Broader Impact - Federated Learning does not guarantee privacy

Recent works on privacy attacks in federated learning setups ([25, 24, 31, 35, 34]) have hinted
at the fact that previous hopes that “Privacy is enhanced by the ephemeral and focused nature of
the [Federated Learning] updates” [3] are not true in general. In this work, we demonstrated that
improved optimization strategies such as a cosine similarity loss and a signed Adam optimizer allow
for image recovery in a federated learning setup in industrially realistic settings for computer vision:
Opposed to the idealized architectures of previous works we demonstrate that image recovery is
possible in deep, non-smooth and trained architectures over multiple federated averaging steps of the
optimizer and even in batches of 100 images.

We note that image classification is possibly especially vulnerable to these types of attacks, given the
inherent structure of image data, the size of image classification networks, and the comparatively
small number of images a single user might own, relative to other personal information. On the
other hand, this attack is likely only a first step towards stronger attacks. Therefore, this work points
out that the question how to protect the privacy of our data while collaboratively training highly
accurate machine learning approaches remains largely unsolved: While differential privacy offers
provable guarantees, it also reduces the accuracy of the resulting models significantly [12]. As such
differential privacy and secure aggregation can be costly to implement so that there is some economic
incentive for data companies to use only basic federated learning. For a more general discussion,
see [30]. There is strong interest in further research on privacy preserving learning techniques that
render the attacks proposed in this paper ineffective. This might happen via defensive mechanisms
or via computable guarantees that allow practitioners to verify whether their specific application is
vulnerable to such an attack and within which bounds.
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2. ET FATE #EEBHA I LR LRI
1% CentOS7 F#L x2. Docker 20.10.21 5
T2 1.8.0-a Wit A< KubeFATE JF:f# &
& 24U E B SCAF parties.conf
PATIHZ A, (bash ./generate_config.sh, bash ./docker deploy.sh all)




DT T 75 )

$ docker exec -it confs-10000_client 1 bash

$ flow test toy --guest-party-id 10000 --host-party-id 9999
AR

ALY, BHIT

3. EF DSLEBEMISL
Host?5 L&

A party10000 client"'§~§§|
docker exec -it confs-10000_cTlient_1 bash
{&¥examples/upload_host.json

cat > fateflow/examples/upload/upload_host.json <<EOF

{
"file": "examples/data/breast_hetero_host.csv",
"id_deTimiter": ","
"head": 1,
"partition": 10,
"namespace"”: "experiment",
"table_name": "breast_hetero_host"
}
EOF

1. file: STHREEE

2. table_name&namespace: FEEEHIERARRGTS

3. head: IEEHEHESEEFREL

4. partition: SERTFEEIERI S EKEL
LFfEhostEE

flow data upload -c fateflow/examples/upload/upload_host.json

&4 examples/test_hetero Ir job dsl.json
PiC B SOVE A A B i R R S 1, AR AT B 58 B AR Y




RRESS

flow job submit -d fateflow/examples/lr/test_hetero_1r_job_ds1.json -c
fateflow/examples/1r/test_hetero_lr_job_conf. json

BXIOANT

4. Pipeline it B/F%
F&Pipeline5EAESH

Pipeline Sfate_clinetfB48E, EEF=EHpython. pipZ&ERtFEAIHNEE L, BT pip install fate_client,
CIRIECaee R

RIn&EEEFate_clientf5, AP EEAPipelinefiiBiRFRERMNHERR. PipelineiZ i 7 BT IRERENH ST
TE, EFUTHSIUTHRESEE. (XBEEER—TENNEFI—TREEE)

pipeline --help

pipeline B ERIE XEXAY FATE Flow Service fRIZTE 192.168.160.139 {F{£ FATE Flow Service MH{TLATap
SHITHE:

pipeline init --ip 192.168.160.139 --port 9380

LTI LATE python3Z {4 sh{&EBpipelineiBxkiE, BalftittEfate_flowiRE LEEERE, EMIGHESE.

from pipeline.backend.pipeline import PipeLine




{EAPipeline LR

HEFHAEEES A, N HEEERE. BE, S50EERASS M RRE. BElt, SR LExLEH
2T, HUESm O ERARETRA.

HRiPipelinesLfl
from pipeline.backend. pipeline import PipeLine

pipeline_upload = PipeLine().set_initiator(role="guest',
party_id=9999).set_roles(guest=9999, host=10000)

ENHEFESE
partition = 4

ENFREMETE, EE FATE {RIFEEPER

dense_data_guest = {"name": "breast_hetero_guest"”, "namespace": f"experiment"}
dense_data_host = {"name": "breast_hetero_host", "namespace": f"experiment"}
tag_data = {"name": "breast_hetero_host", "namespace": f"experiment"}

HINE LEREUEGER . XBERE HESguest, ZEhostiERIMNEIEE ZRIDSLECE M ER HEREEE, HiPHiX
BNiiiZguestflhost 3l LEEE SRR, XEEAEHS LEEguestT; [EE _ LIERESEIMDBERNZEID
ol

import os

data_base = "workspace/FATE/" #iRIE L{EEHRIAIZH
pipeline_upload.add_upload_data(file=o0s.path.join(data_base,
"examples/data/breast_hetero_guest.csv"),

table_name=dense_data_guest["name"], # table
name

namespace=dense_data_guest["namespace"], #
namespace

head=1, partition=partition) # data info

pipeline_upload.add_upload_data(file=o0s.path.join(data_base,

"examples/data/breast_hetero_host.csv"),
table_name=dense_data_host["name"],
namespace=dense_data_host["namespace"],
head=1, partition=partition)

pipeline_upload.add_upload_data(file=o0s.path.join(data_base,

"examples/data/breast_hetero_host.csv"),
table_name=tag_data["name"],
namespace=tag_data[ 'namespace'],
head=1, partition=partition)

PITHIR LR 1ES

pipeline_upload. upload(drop=1)




{EAPipelineEisecureboostilllé 5l
SeRkEE HEE, FRPipeline RTRilIE:{ES
5| APipeline B B4R

from pipeline.backend.pipeline import PipeLine
from pipeline.component import Reader, DataTransform, Intersection, HeteroSecureBoost,
Evaluation
from pipeline.interface import Data
#EIEESCA
pipeline = PipeLine() \
.set_initiator(role="guest', party_id=9999) \
.set_roles(guest=9999, host=10000)

FE M ReaderBHNNERETE

reader_0 = Reader(nhame="reader_0")

# set guest parameter

reader_0.get_party_instance(role="guest', party_id=9999).component_param(
table={"name": "breast_hetero_guest", "namespace": "experiment"})

# set host parameter

reader_0.get_party_instance(role="host', party_id=10000).component_param(
table={"name": "breast_hetero_host", "namespace": "experiment"})

0 DataTransform B4 RIAEURRIEUELA I+

RINEEEIpipeline BRI HRIE

pipeline.add_component(reader_0)

pipeTline.add_component(data_transform_0, data=Data(data=reader_0.output.data))
pipeline.add_component(intersect_0, data=Data(data=data_transform_0.output.data))
pipeline.add_component (hetero_secureboost_0,
data=Data(train_data=intersect_0.output.data))

pipeline.add_component(evaluation_0, data=Data(data=hetero_secureboost_0.output.data))
pipeline.compile();

RIS

pipeline.fit()

RN T H 3 £ A H
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1. #ET Pipeline SZBUAE MBS LSTM 58k IMDB LA 28

FHHFIREFATEIRZE L, (EAkerasKASIEZELSTMISIEHRMEMLEIRE, STAIMDBEHEEE FRISIAE)
%, ESREAREF /RIS, TREBLITRE:

kST

el

1. NA SRR

2. B FPipelineFeak MDBEUE L 1&

3. EFPipelinetgiR L STMIRELH 751 |54T 5
4. 128 |G REE SIS

z|(https://md.shellmiac.com/s/QCKFa9hFl

1. IMDB SCAZHE Fikb 2
1. WIS E R R §) 2 S (Tensorflow-gpu 2.10.1)

2. BN NZREE AN AR

3. {1 tokenizer K udis ) kA B B AL 9 BE BB P E— G
4. PR ERARIRIR T R 7 I B csv S0AH

2. %:F Pipeline 1% IMDB %4
3. f¥iH Fate-cli BFH KA (—Fh Debug 7770

Fate-clif§f FR=Ffft|(https://fate.readthedocs.io/en/develop-1.5/ build temp/python/fate client/flow client/RE
ADME.html

flow init --ip 192.168.160.139 --port 9380

flow table info -n experiment -t imdb_homo_guest

LERRIEIERE

imdb_homo_guest, imdb_homo_host, imdb_homo_test_guest, imdb_homo_test_host

A5 5I3IGuest, HostIiE

4. 3T Pipeline H7 LSTM BEIE & A Il 2T 55




Bt E

from pipeline.backend.pipeline import PipeLine
from pipeline.component import DataTransform
from pipeline.component import Reader

from pipeline.component import HomoNN

from pipeline.interface import Data

from pipeline.component import Evaluation
import os
os.environ["CUDA_VISIBLE_DEVICES"]="-1"

pipeline = PipeLine() \
.set_initiator(role="guest', party_id=9999) \
.set_roles(guest=9999, host=[10000], arbiter=10000)
# 2= T#pipelinetl#aElguest

SmEN B

reader_0 = Reader(name="reader_0")
reader_0.get_party_instance(role="guest', party_id=9999).component_param(

table={"name": "imdb_homo_guest"”, "namespace": "experiment"})
reader_0.get_party_instance(role="host', party_id=10000).component_param(
table={"name": "imdb_homo_host", "namespace": "experiment"})

data_transform_0 = DataTransform(name="data_transform_0", with_label=True)

data_transform_0.get_party_instance(role="guest', party_id=9999).component_param(
with_label=True,label_name="y")

data_transform_0.get_party_instance(role="host', party_id=[10000]).component_param(
with_label=True, label_name="y")

FELSTMSEY

ERANEIRE 128 MEETT, LSTMESR64MRETT, RAERIKEIN100, batchiEHN32, &Eearly_stopi]
Hl. FERAdamIBITIRESH, 2I=FN1e-5, RERHNTTREE

max_features = 10000
max_len = 200
embedding_neurons = 128
lstm_neurons = 64

homo_nn_0 = HomoNN (
name="homo_nn_0",

# encode_label=True,
max_iter=100,
batch_size=32,

early_stop={"early_stop": "diff", "eps": 0.0001},)
from tensorflow.keras.layers import Dense

from tensorflow.keras.layers import BatchNormalization
from tensorflow.keras.layers import Embedding

from tensorflow.keras.layers import Reshape

from tensorflow.keras.layers import Dropout

from tensorflow.keras.layers import LSTM




homo_nn_0. add(Embedding(max_features,embedding_neurons,input_Tlength=max_len))
homo_nn_0.add(BatchNormalization())

homo_nn_0.add(LSTM(units=1stm_neurons, dropout=0.2 ,recurrent_dropout=0.2))
homo_nn_0. add(Dropout(0.5))
homo_nn_0.add(Dense(units=1,activation="sigmoid"'))

from tensorflow.keras import optimizers

homo_nn_0. compile(
optimizer=optimizers.Adam(learning_rate=0.00001),
metrics=["accuracy", "Auc"],
loss="binary_crossentropy")

FRBHEEMIES &

evaluation_0 = Evaluation(name="evaluation_0", eval_type="binary")

pipeTline.add_component(reader_Q)

pipeline.add_component(data_transform_0, data=Data(data=reader_0.output.data))
pipeline.add_component Chomo_nn_0, data=Data(train_data=data_transform_0.output.data))
pipeline.add_component(evaluation_0,data=DataChomo_nn_0.output.data))
pipeline.compile();

pipeline.fit()
5. B F ) A g T &

no job could be found|ag&

[AIRE: (ERZHpipeline & XSS, 1E1THTIRSE {'data’: [], 'retcode': 0, 'retmsg': 'no job could be
found'}

BER: pipeline initAYipF0IBinitdYipA~—#E

tensorflowfB{4Hrsk

TR TS MLE, (EMtensorflowiBXBIHEEELER, R No module named
tensorflow ,2FAfate BEEE R pythoniiER i =tensorflow, FEE T RERUTHRSHEApythonE:E.

docker exec -it confs-xxxx_python_1 bash

{EApipREESERAtensorflowBlE], XEfHF1.15.04R4

pip install tensorflow==1.15.0 -i http://mirrors.aliyun.com/pypi/simple/ --trusted-host
mirrors.aliyun.com

2. E:TF Pipeline SEELRERIBCH CNN SERH SCCA F /AR
TEH ) CNN SERT SOCAR E SR 22210k il LS N X s %
[[NLP]ZET- CNN X THUCNews £ #1047 SCA 3 28] (_https://md.shellmiao.com/s/al.xE 1btif)
1. HdEmiss
2. 9 EAEZE guest. host EHL
3. gk




from pipeline.backend.pipeline import PipeLine
from pipeline.component import DataTransform
from pipeline.component import Reader

from pipeline.component import HomoNN

from pipeline.interface import Data

from pipeline.component import Evaluation
import os
os.environ["CUDA_VISIBLE_DEVICES"]="-1"

pipeline = PipeLine() \
.set_initiator(role="guest', party_id=9999) \

.set_roles(guest=9999, host=[10000], arbiter=10000)

EMreader, data_transform

reader_0 = Reader(name="reader_0")
reader_0.get_party_instance(role="guest', party_id=9999).component_param(

table={"name": "thucnews_guest", "namespace": "experiment"})
reader_0.get_party_instance(role="host', party_id=10000).component_param(
table={"name": "thucnews_host", "namespace": "experiment"})

data_transform_0 = DataTransform(name="data_transform_0", with_label=True)

data_transform_0.get_party_instance(role="guest', party_id=9999).component_param(
with_label=True, label_name="y")

data_transform_0.get_party_instance(role="host', party_id=[10000]).component_param(
with_label=True,label_name="y")

pipeline. fit()
r— 2\ 221 2 19,962 | INFU z 3 = Kunning component evaluation v, time
elapse: 0:03:34
3 INFO : : - Running component evaluation_ 0, time
elapse: 0:03:35
INFO s = Running component evaluation 0, time
elapse: 0:03:36
3 INFO ) 2 Running component evaluation_ 0, time
elapse: 0:03:37
2022-11-24 1 INFO b s Running component evaluation 0, time
elapse: 0:03:38
2022-11-24 1 INFO 5 > - Running component evaluation 0, time
elapse: 0:03:39
INFO 2 2 - Running component evaluation 0, time
elapse: 0:03:40
INFO 2 5 - Running component evaluation_ 0, time
elapse: 0:03:41
INFO 3 5 - Job is success!!! Job id is 2022112407
31126692570
INFO : Total time: 0:03:54
N S g 3 RN
4. BRIRIN S fRITTIR
o ' . " '
Typeerror: ('Keyword argument not understood:', "groups')

X2tensorflowfkerashRAME 7 SEAY, FEfatefIpython docker EMAIEHE T —TF

# it Ndocker
docker exec -it confs-xxxx_client_1 bash
# EHE

pip install --upgrade tensorflow -i https://pypi.mirrors.ustc.edu.cn/simple/
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